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Abstract: Intel Memory Protection Extensions (MPX) is an instruction set architecture extension
promising spatial memory safety at a lower performance cost due to hardware-accelerated bounds
checking. However, recent investigations into MPX have found that is not as performant, accurate,
nor precise as cutting-edge software-based spatial memory safety. Nonetheless, CPUs featuring
MPX are ubiquitous, therefore we propose Simplex, a library re-purposing these registers for
general purpose storage. We evaluate Simplex for performance and find that its overhead is small
enough to permit its deployment in all but the most performance-intensive code. We also
demonstrate the use of Simplex by refactoring several well-known codebases, and by
implementing a subset of the C standard library memory operations. Finally, we investigate the
behavior of the MPX context with regards to multi-process and multi-thread programs, as well as
the resulting behavior that might occur if library setup and teardown functions are used improperly.
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