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Abstract: Intel Memory Protection Extensions (MPX) is an instruction set architecture extension 
promising spatial memory safety at a lower performance cost due to hardware-accelerated bounds 
checking. However, recent investigations into MPX have found that is not as performant, accurate, 
nor precise as cutting-edge software-based spatial memory safety. Nonetheless, CPUs featuring 
MPX are ubiquitous, therefore we propose Simplex, a library re-purposing these registers for 
general purpose storage. We evaluate Simplex for performance and find that its overhead is small 
enough to permit its deployment in all but the most performance-intensive code. We also 
demonstrate the use of Simplex by refactoring several well-known codebases, and by 
implementing a subset of the C standard library memory operations. Finally, we investigate the 
behavior of the MPX context with regards to multi-process and multi-thread programs, as well as 
the resulting behavior that might occur if library setup and teardown functions are used improperly. 
 
Bio: Matthew Cole is a fifth-year PhD candidate in Professor Aravind Prakash's lab from Seattle, 
Washington. His research interest is computer system security through program analysis and 
compiler design. Matthew earned his B.Sc. from the United States Naval Academy in 2005 and 
his M.S. from Binghamton University in 2018. Beyond his research, Matthew has open-source 
contributions to the LLVM project and Python language. 
 
This event is sponsored by the Center for Information Assurance and Cybersecurity (CIAC) and 
Computer Science Department at Binghamton University. Refreshments will be provided. 
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Abstract:  Industrial Internet of Things (IoT), underlying the Fourth Industrial Revolution (or 
Industry 4.0), promises one of the largest potential economic effects of IoT - up to $47 trillion 
in added value globally by 2025. Industrial networks, the underlying support of Industrial IoT, 
typically connect hundreds or thousands of sensors and actuators in industrial facilities, such 
as manufacturing plants, steel mills, oil refineries, and infrastructures implementing complex 
monitoring and control processes. IEEE 802.15.4-based wireless sensor-actuator networks 
(WSANs) operate at low-power and can be manufactured inexpensively, which makes them 
ideal for industrial networks where energy consumption and costs are important. The current 
approach to implementing WSANs has poor scalability and error-prone configuration, posing 
prohibitive barriers to the use of WSANs. To enhance the network scalability, we propose to 
replace the centralized network architecture with a hierarchically distributed architecture 
combined with novel cross-technology communication (CTC) and distributed networking 
techniques. To better configure the networks, we develop a new network configuration 
framework, which leverages state-of-the-art simulator to relate high-level network 
performance to low-level network parameters and employs genetic algorithm and linear 
physical programming to select network parameters. Experimental results show our solutions 
effectively improve the network scalability and reliability, and better meet the application 
quality of service (QoS) requirements compared to the state of the art. 

Bio: Junyang Shi is a Ph.D. candidate in the Department of Computer Science at Binghamton 
University under the supervision of Assistant Professor Mo Sha. His research interests 
include industrial wireless sensor-actuator networks, embedded systems, and IoT. He has 
published papers in IEEE/ACM Transactions on Networking and highly selectively conferences 
including ICNP’19, INFOCOM’19, IoTDI’19, and ICDCS’18. 
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